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ABSTRACT  

The power system reliability analysis method is developed from the aspect of reliable 
delivery of electrical energy to customers. The method is developed based on the fault tree 
analysis, which is widely applied in the Probabilistic Safety Assessment (PSA). The method 
is adapted for the power system reliability analysis. The method is developed in a way that 
only the basic reliability parameters of the analysed power system are necessary as an input 
for the calculation of reliability indices of the system. The modeling and analysis was 
performed on an example power system consisting of eight substations. The results include 
the level of reliability of current power system configuration, the combinations of component 
failures resulting in a failed power delivery to loads, and the importance factors for 
components and subsystems.  

1 INTRODUCTION 

The power system is a complex system consisting of components such as generators, 
switching substations, power lines and loads. Switching substations include buses, 
transformers, switches and circuit breakers. A failure of multiple components and subsystems 
can result in a failure of power delivery and in certain cases in a full blackout of the power 
system. An improvement of the power system reliability enhances the safe and reliable 
operation of nuclear power plants, decreasing the frequency of the Loss of Offsite Power 
(LOSP) initiating event. 

The objective of the paper is to develop a method, which enables to assess and to 
improve the reliability of the power system using the methods, tools and models known from 
the probabilistic safety assessment [1, 2, 3, 4, 5, 6]. 

2 METHOD DESCRIPTION 

The fault tree analysis is used for assessment of reliability indices in the power system 
with inclusion of the major components in the system. Building of corresponding fault trees 
and calculation of minimal cut sets and reliability indices is performed in a way that analysis 
is possible for large power systems (systems with larger number of buses and their 
connections). 

The main elements of the analysed power system are buses. A generator and/or a load 
can be connected to each bus. Those buses are connected with power lines, through which the 
power is transferred from generators, other buses or networks to consumers. The main task of 
the analysis is to identify the possible paths of interruption of power supply to load, to 
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evaluate the probability of that interruption and to recognize the main components that 
contribute to interruption of supply. 

The reliability of a power delivery is obtained through its complement, i.e. unreliability, 
because the fault tree analysis deals with the identification and assessment of combinations of 
failures of components in the context of the system operation that can lead to the system 
failure. 

The failure probability of i-th load (QGDi) is calculated (the top event probability of the 
respective fault tree), and the values of weighted failure probability of all loads are considered 
to get the overall measure of the power system reliability: 
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where:  
R … power system reliability 
QPS … power system unreliability 
QGDj … failure probability of j-th load (top event probability of the respective fault tree) 
NL … number of loads in system 
Ki … capacity of i-th load 
K  … total capacity of the system 
where: 
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The fault tree analysis is performed for all buses with loads in the system and the power 
system reliability index R is calculated through the weighted failure probabilities of all loads 
in the system. 

 
2.1 Fault Tree Analysis 

The fault tree is a tool to identify and assess combinations of the undesired events in the 
context of the system operation and its environment that can lead to the undesired state of the 
system [1, 2, 3, 4, 5, 6, 7, 8, 9]. The undesired state of the system is represented by a top 
event. The logical gates integrate the primary events to the top event. The primary events are 
the events, which are not further developed, e.g. the basic events and the house events. The 
basic events are the ultimate parts of the fault tree, which represent the undesired events, e.g. 
the component failures, the missed actuation signals, the human errors, the unavailabilities 
due to the test and maintenance activities, the common cause contributions. 

The classic fault tree is mathematically represented by a set of Boolean equations. The 
qualitative analysis (in the process of Boolean reduction of a set of equations) identifies the 
minimal cut sets, which are combinations of the smallest number of basic events, which if 
occur simultaneously, may lead to the top event: 
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where: 
GD … top event 
MCSi … minimal cut set i 
n … number of minimal cut sets 
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where:  
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m … number of basic events in minimal cut set i 
The quantitative analysis represents a calculation of the top event probability, equal to 

the failure probability of the corresponding load. The calculation of the top event probability 
is simplified and approximated: 
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The approximate results show slightly higher failure probabilities than the exact value. 
The system importance factors RAWs and RRWs for each of the components are 

defined using the definition of the importance factors and the power system unreliability, 
given in Equation 1: 
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where: 
RAWks – power system risk achievement worth of component k   
QPS – power system unreliability 
QPS(Qk=1) – power system unreliability when unreliability of component k is set to 1 
QGDi(Qk=1) – failure probability of i-th load when unreliability of component k is set to 1 
NL-number of loads in the system 
QGDi(Qk) – failure probability of i-th load 
RAWk

Gdi – value of RAW for component k corresponding to load i 
Ki – capacity of i-th load 
K  – total capacity of the system 
RRWk

S  is defined as: 
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where: 
RRWks – power system risk reduction worth of component k  
QPS(Qk=0) – power system unreliability when unreliability of component k is set to 0 
QGDi(Qk=0) – failure probability of i-th load when unreliability of component k is set to 0 
RRWk

Gdi – value of RRW for component k corresponding to load i 

3 MODELS 

The fault tree analysis is frequently used as a qualitative evaluation method in order to 
assist the designer, planner or operator in deciding how a system or subsystem may fail as a 
result of individual component behavior and what remedies may be used to overcome the 
causes of failure. The method can also be used for the quantitative evaluation, in which the 
reliability data for the individual components are inserted into the tree at the lowest 
hierarchical level and are combined together using the logic of the tree to give the reliability 
assessment of the complete system being studied.  

In order to start with the fault tree analysis, the corresponding fault tree should be built 
first for each bus (or substation), which is connected to a load. The fault tree structure 
corresponds to the configuration of the system and includes all possible pathways of 
disruption of the power supply from generators to loads (or consumers). The principle of 
continuum of energy flow was taken in account during the analysis – disruption of pathways 
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of energy flow between corresponding buses. The limitations of power lines, voltage stability, 
available power from generating units or other static or dynamic stability parameter of power 
system were not considered at the moment. 

The first step in developing the corresponding fault trees is identification of the fault 
sequences from adjacency matrix of the corresponding power system. 

The four nodes system shown on Figure 1 is taken as an example: 

 
Figure 1: Example test system 

The system consist of four buses, three generators in buses 1, 2 and 4 and two loads in 
buses 1 and 3. 

The adjacency matrix A of a simple graph is a matrix with rows and columns labelled 
by graph vertices, with a 1 or 0 in position (vi, vj) according to whether vi and vj are adjacent 
or not.  

The number of rows and columns of the adjacency matrix A is equal to the number of 
nodes (i.e. buses) in the power system. If between two nodes i,j there is a connection with 
power line then the value in corresponding row or column of matrix A  equals to 1, elsewhere 
Aij=0. For the test system given in Figure 1, the adjacency matrix A has the form: 
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After formation of the adjacency matrix for power system it is necessary to form the 
fault sequences, which represent rooted trees of the graph of the system, with load node taken 
as a root and the corresponding connections as branches. 

A tree is a mathematical structure that can be viewed as either a graph or as a data 
structure. The two views are equivalent, since a tree data structure contains a set of elements 
and their interconnections, giving a tree graph. 

A rooted tree is a tree in which a labelled node is singled out. This node is called the 
root of the tree. The rooted tree for the test system on Figure 1 with node 1 taken as root is 
given on Figure 2: 

 
Figure 2: Tree for test system with bus 1 taken as root 
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The energy flow paths from separate buses to root bus are identified from the tree. 
Figure 3 shows the green arrows to identify one of those flow paths, starting with bus 3 and 
finishing with bus 1 where load is located.  

 
Figure 3: Energy flow path from node 3 to node 1 

The formation of the rooted tree on Figure 2, for test system given on Figure 1 is done 
using a recursive procedure starting from the adjacency matrix. The recursive procedure starts 
with row that correspond to the root node in the adjacency matrix, and recursively inspects 
nodes connected to corresponding node, repeating recursive process until final node, called 
leaf, is reached. 

The branches of the rooted tree are checked for consistency, and those having a non-
generator node at the end of branch are discarded, taking only those parts of the branch, which 
ends with generator. For the example given on Figure 3, a part of branch up to node 4 will be 
accounted for, because there is no generator in node 3 and only part of branch marked with 
blue will be considered. The parts of branches marked with black dashed lines on Figure 4 are 
excluded from fault tree construction. 

 
Figure 4: Rooted tree used in fault tree construction 

The corresponding fault trees are created for each load after the identification of the 
energy flow paths. The fault trees must include the possible ways of disruption of energy 
delivery from source to load. That disruption can result from generator failures, bus faults, 
line or transformer failures, or failures of some other components in the system or 
combinations of failures of several components. 

The fault tree for each bus, which is connected to at least one load, is created using the 
modular fault tree with the structure and the failure probabilities inserted depending on the 
elements modelled. The basic structure of the modular fault tree is given on Figure 5: 
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Figure 5: Modular fault tree 

After creating the basic tree for the respective bus, additional branches from recursive 
procedure are added to tree. The procedure is repeated until all branches of the respected tree 
are included in the model. The basic event probabilities correlated to specific failure modes 
are calculated from input data. Up to five basic events can be considered for the line, load, bus 
and generator failure.  

The qualitative fault tree analysis means the process of Boolean reduction of a set of 
equations. It identifies the minimal cut sets, the importance factors and the top event 
probability corresponding to the probability of the power delivery failure to specified load. 

4 RESULTS 

A small power system, i.e. an example system named 8NET, is selected for evaluation 
of the method. The list of components of the system includes: 8 buses, 11 connections 5 loads 
and 5 generators. Figure 6 shows its simplified diagram. Generic failure probability data was 
taken for the components of the system. The number of transformers on each voltage level 
and the net installed power of transformers are considered in calculation. The number of 
generators in generating unit, the net installed power of generators and the type of the 
generating unit (hydro, nuclear, thermal) are considered for generating units. The size and the 
failure probability of the low voltage side, where load is connected, are considered for loads. 
The failure probability of power lines is calculated from their voltage and length.   

 
Figure 6: Example system (8NET) 
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The lognormal distribution of parameters was assumed with generic value of standard 
deviation σ. 

The detailed results for the example are obtained:  
- fault tree model and failure probability for each of the selected loads, 
- system unreliability: weighted (using Equation 1) and not weighted (using Equation 

1 with Ki/K=1/NL=1/5), 
- system risk achievement worth for considered components of the system, 
- system risk reduction worth for considered components of the system. 
The selected quantitative results of model 8NET are presented in Table 1 and Table 2. 
The buses with the highest and the lowest load failure probability (i.e. the highest 

reliability) are identified from results in Table 1. The highest FT top event probability for load 
L5 is a result of a lack of generator connected to the corresponding bus and a deficient 
number of connections with other parts of the system  (bus 05 is connected only to bus 04, 
limiting possible pathways of power delivery to bus 05). Load L1 in bus 01 has the lowest 
load failure probability due to the connection to generator and due to four connections with 
other buses of the system, which include two connections to buses with generator, which 
enables high level of redundancy.   

Table 1: Quantitative results of model 8NET – fault trees 
Subsystem Identification FT Top Event Prob. FT Top Event Prob. *Weight Weight Capacity 
Load L1 bus 01 1,02E-05 2,15E-06 2,11E-01 400 MW
Load L3 bus 03 3,93E-03 8,27E-04 2,11E-01 400 MW
Load L5 bus 05 1,40E-01 2,21E-02 1,58E-01 300 MW
Load L7 bus 07 2,75E-03 4,34E-04 1,58E-01 300 MW
Load L8 bus 08 4,81E-05 1,27E-05 2,63E-01 500 MW

 

Table 2: Quantitative results of model 8NET – power system 
System Identification Power System Unreliability Power System Unrel. (weighted) Capacity 
Power system 8NET 2,93E-2 2,34E-2 1900 MW

 
The power system unreliability is high mainly due to the load failure probability L5. 

Therefore, in order to improve overall power system reliability, attention should be focused to 
improvement of power delivery to load L5 (for example new connections with other buses or 
installing a generator in bus 05). 

The system importance factors (System Risk Achievement Worth – RAWs and System 
Risk Reduction Worth – RRWs) of components in the system and their failure rate are given 
in Table 3 (due to the space limitations, only part of the table considering selected 
components is shown in the paper). 

 

Table 3: Quantitative results of model 8NET - importance factors 
Component Identification Component Failure Prob. RAWs RRWs 
BUS 4 4,00E-07 8,04E+00 1,00E+00 
BUS 5 2,00E-07 7,54E+00 1,00E+00 
BUS 7 3,00E-07 7,75E+00 1,00E+00 
BUS 8 2,00E-07 1,24E+01 1,00E+00 
GENERATOR 8 3,00E-04 2,93E+00 1,00E+00 
LINE  BUSES 1-7 1,40E-01 1,11E+00 1,02E+00 
LINE  BUSES 2-3 2,00E-01 1,14E+00 1,04E+00 
LINE  BUSES 3-1 1,40E-01 1,22E+00 1,04E+00 
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LINE  BUSES 3-4 1,40E-01 1,22E+00 1,04E+00 
LINE  BUSES 5-4 1,40E-01 6,81E+00 1,83E+01 
LINE  BUSES 6-7 1,40E-01 1,11E+00 1,02E+00 
LINE  BUSES 8-7 1,40E-01 1,12E+00 1,02E+00 
LOAD 1 1,00E-05 1,00E+01 1,00E+00 
LOAD 3 1,00E-05 1,00E+01 1,00E+00 
LOAD 5 1,00E-06 7,74E+00 1,00E+00 
LOAD 7 1,00E-06 7,75E+00 1,00E+00 

 
The components with high RAWs identified in Table 3 should be maintained well, in 

order that the reliability of the system is not reduced significantly (i.e. in order that the risk is 
not increased). The components with high RRWs identified in Table 3 are candidates for 
redundancy, because their reliability is worth to increase in order that the system reliability is 
significantly increased (i.e. in order that the risk is reduced). For the example system 8NET, 
the highest values for RAWs identify best candidates for improved maintenance: buses 04, 
05, 07, 08, generator 08, all loads, and line L4-5. The component with highest RRWs which 
reliability is worth to improve is line L4-5. These results are important because they help to 
recognize the components and necessary actions, which should be taken in order to have the 
desired effect on the overall power system reliability.  

 
4.1 Comments about the method, modelling and results 

During the construction of the fault tree model for each of the buses in the system, the 
following important issues were considered: 

- logical looping and reverse energy flow was avoided by careful consideration of 
failure paths and by development of models of all paths without transfer gates from 
one node to another using rooted trees for each load bus, 

- all ends of failure paths are considered in order not to double count contributions, 
modelled previously, and only parts of fault paths ending with generators were taken 
from rooted trees. 

The verification of a proper fault tree modelling was done through examination of 
minimal cut sets of small test systems in sense: 

- if all minimal cut sets are really minimal, 
- if all expected minimal cut sets appear in their respective listing.  
Examination of minimal cut sets of all the fault trees of load buses in selected network 

shows that the minimal cut sets are different for each load and some similar basic events are 
found in them (dominantly bus and load failure basic events).  
 
4.2 Application of the results 

In the power system, which consists of at least one nuclear power plant, its reliability 
influences the safety of the nuclear power plant. Therefore, the development and application 
of the presented method is important for assessing and improving the nuclear safety. 

A blackout of the power system may result in a state of Loss of Offsite Power (LOSP) 
of a nuclear power plant or in a state of Station Blackout (SBO), if the on-site diesel 
generators are unable to operate at the same time. So, less reliable power system results in 
more frequent states of Loss of Offsite Power or Station blackout. 

The core damage frequency (CDF) as a standardised measure of safety of the nuclear 
power plant largely depends on frequency of initiating events: Loss of Offsite Power and 
Station Blackout. 
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Considering that the nuclear power plant internal event CDF is largely composed of the 
station blackout (SBO) and the loss of offsite power (LOSP) initiating event [10, 11], the 
improvement of power system reliability can improve the safety of the nuclear power plant.  

The latest recommendations of Nuclear Regulatory Commission, which go in that 
direction, encourage the research in the area of power system reliability improvement [12] as 
this may contribute to improved nuclear safety.  

The latest events at Forsmark unit 1 NPP [13] clearly indicate the necessity for the 
further development in the field of power systems reliability. 

5 CONCLUSIONS 

The main objective of the paper is to develop a method, which can be used to assess and 
to improve the reliability of the power system using the methods, tools and models known 
from probabilistic safety assessment. 

The method is developed using the fault tree analysis features, and computer program 
based on this method is compiled. The method was tested on several examples of power 
systems consisting of a small number of buses and a small number of their connections with 
loads and generators. 

The results show that the developed method is applicable for real power systems. The 
results are qualitative and quantitative and depend on the failure probabilities of components 
in the power system. The results identify reliability measures connected to particular loads 
and reliability measures connected to the power system as a whole: the probability of failed 
power delivery to selected loads, the importance factors of components corresponding to 
selected loads and the importance factors of components corresponding to the whole power 
system. 

The important feature of the method is that system deficiencies can be readily 
identified, both quantitatively and qualitatively, thereby focusing attention on those sections 
of power system that contribute most to unreliability of power delivery to specific load.  

In the power system, which consists of at least one nuclear power plant, its reliability 
influences the safety of the nuclear power plant. Therefore, the development and application 
of the presented method is important for assessing and improving the nuclear safety.   
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